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IQUANTUM KEY DISTRIBUTION
-

This leature is about the QKD protocol

of Benmelt and Brassand 1go (BB384)

Imegenerationofa Commande-tireoen

ne-timepads : this is a sequence of
-

seaet bits z
, zn---En ; Zi + 20 , 1)

shared by A & B (which are suppered to be

at two distant lorlias)
.

It is une as follows.

If A has a message m , M. --- My to communicale

she encode it as z
,
M , z20M ... ZQMm and

sends the sequence bo B . Then is can decade it as

(iemi) Zi = Mi (madz)



②
Information theoretically this is a same scheme

if the one-time pad i . i . d uniformly random and

is and only once .

The trouble is how to distribute it to

* & B and make sure it is not intercepted .

The point of the QKD is that we do not

17distribute the one-time pad but generate it

directly in the labs of A & B.

-



③

&i54 protocol@KD .

-

We will review the main planes :

1) Ereading phase of A

2) Decoding phase of i

3) Public communication phase of A & B .

4) Generation of common senet bit sequence and

the "security cheak".

Finally we will review some possible attacks

from Ecreschoppers and
anque the protocol is secure.



&

trendingin A-lab.

·
A generate a mit random ind sequences of classical bits

X
, X2-- Xv

-> 30
, 13 (senet dways (

e In--- + 30 . 13 (senet for the
mament (

·
Fa ex = 0 A

prepare a qubit 1xi] eGl0), 113]

(im the computational basis)

·
For ei = 1 A prepare a qui

H(x) -St,
(im Hadamand basis (

H = (i
=
i)

-



⑤

&mank : physically you can think about
-

polarized state of photons for the quhits-

·
A uses polarizes criented as

i
⑮ do moduce & to produce

I 10)
-----------

117

horizontal pol vertical pol.

12i = 0 f ei = 0
Xi =o Xi = 1 .

&

A use polarious nicuted as

· ·De
-1

f i= 1

Xi = 0 if 2i= 1

Xi =2



&
To summerize : at each instant i = 1 --- N
-

A has prepared a qubit (polarization state say)

in state HX
: >.

A

[102 , 112 , et, le

· A send, this qubit (photon) to is through

a quantum channel Captic fibe , free space cam)

2)recodingin B-lb.

Bob receive the qubit (photon polarization) for

each i = 1 ... N .

He has no idea of the state.

He does a measurement at each instant.



&
· Bob generate an ind mif random sequence

didz -.. du + 20
, 1)

·
Fn di = 0 he choous the measurement basis

[102
, 113] to do his measurement.

His output is

- oui
incoming
at time i

·
Fa di = 1 he choss the measurement basis

Le), ol)· His outputsite

·Ete
state at

time

#merhis output state is Holi



⑧

Remark % physically you can think of the following-

-

measurement proces in Bob's lab

· fdio

i
zi =0 ; (0)

no elic 2i = 1.; (1)

photo

· Zadi= e

(0) + 11)
-

D
Ji = 0 ;

E

no clia Ji = 2; 10] -(is
-

auchysen photodetector
E

photonm



⑨

· Im summary Bob's measurement leave the

photon in state /gi) where

71 12--yN - 30 , 13 is a randam dimary sequence.

According to the Measurement Principle me her

Prob [to get Hogis given that incaming date is Hx)]#



⑳

3) Public communication phase

Now (and not before ! ) A & B reveal over a

public classical communication line their encoding
and decoding sequence + ... Cor & d. ... di

Anybody may know ther sequences. However mote

tat X
,
-- - X & J . -- - In are Not revealed

-

4)-tenerationof one-time pad.

· If Ci = di A & B keeps the bits Xi

and 12 :
It tuns out that Xi = gi

Cas pered late) and will go in the one-him pad.

· If Cidi A & B discard the bits Xi

and : . Itrurns out that these mas be

different on aqual (with proble typically) and
are useles



⑫
· Security check :

m

=
1 -
--
N

-> out of i such thatTi= di (for which Xi=gi)

A and is relect * such instants (0 >( (1)
2

and sacrifice (burn) the (Xi : 2 : ) by

exchanging them one the public channet . Thus

they check if indeed Xi = Ji : If mis let

passes they conclude that the protocol has waked

well and nobody has been eavedropping.

-> Essentially the security check teits if

↓ #[i[](2 N) sit 2 =di(x=2)
(2N/2)

= I with Sufficient

accuracy"-

Remank e Noise of chammed should be specified and four enough
-
-

so not the tent distinguishe Noice from Ecresdroppen .



⑫

This whole protocol (phase 1-2-3-3) is

justified by the following Lemma :

Emma S Prob (Xi =yi/Ci = di) = 1
Pub Lxizilei =di) = o

I Prob (X =gilei di) = 2Prob ( + y:/cixdi) = E

f

Prab (xi = gilei =di

= Prob(X:=0, Titoleidil + Pab (x= = i Kindil

= Prob Li = o /Xizo , Cindi) Rob( =0, ci =dil

+ Rob (y: = 1/Xi = 1
,
Kindi) Prob (X= 11 ei =di

=> Prob (yi = 0/Xi = 0 , Ci =di) Prob (xi =0)

+ Prob (i = 1 (xi = 1 , Ci =di) Prob(xi=1)



⑬

Now Pab(Xi =0) = Pablxiz) = Yz .

and

by te meas principle :

Rob Diñolxi = o , ei =di

2

= ((0(H** (0)) = Kolo)/21
.

-

& fa 2i =di

Prob (Yi = 1 (xi=) , ciedi

= ((2) + +2(2)/" = (2122 = 2
.

-

7 fa lidi

=ell Pok (xi = 1 :Di =di) = 2. + 2. = 1 .



⑭
For the second case tifdi we proceed in the

same way :

M(xi = ji) ci + di) = P( =0(xi = 0 , cif di) Pah(x = 0)

+ i(Yi = 1(Xi = 1
, citdi) Proh (x= 1)

and by the mas principle :

↑Gizolxizo , Cidi) = (Col +210) /2
~

eitdi = flife = H

= (SolH10) 12

=Critko+
8

=
2

P(yi = 1 (xi= 1
, citdi) = ((1/42(1)/

= P(2/(2)2
=(ri" ( < 2(0) + [1(2) I

2

- -2
=/2 m



⑮

Attack from Earesdropper.an

-

A complete discussion of security of the scheme

son well beyond these noth . One must imagine

that an careschopper capture photons on the

quantum channel , processer them (with unitary

evolutions & measurements) , auch them back to

Rob ent ... The space of ponible attacks is huge

and here we just smatch the surface of this subject

by anclyzing a very simple type of attack.

Measurementattack"
-

quantum channel :⑮-

i
Meas



⑯
2r

·
Ere capture pluctons in state : # (xi

·
Measures in computational on Hadamand basis

accoding to a random sequence she generale

ElEc--- En + 20
, 1)

Fide : she has No idea of Ci , di before public
communication phase I.

The measurement leaven the photon in state :

HEi / En ie50, 13.

[Again , this can be done with an anahy en +

photoditecte system and 0 of is dias,

= 1 fD don not dia .

· State HE/y
.
FR) is fawanded to Bob.

· Bob Measures as usual [he doe not know

what happens on the quantum channet]



⑰
di

and he gets a state H lagil as before

but thisline with probability :

1 <i He /gir)12.

EtI Il
Where Pire means the probability calculated

in presence of FreL

This lemma implic tat the security protocol is

not passed after the public communication phase
-

Since // of potential one-time-pad is corrupted :



⑱

i stedi(=
~ 3 [1

4
↑

lange gap datectable gap .

=> [A & B just abot protocol . J.

#.

ofof Lemma (in presence of Ere ) :

Pxiledi
= iP(x =yileidi ,E = 2i)(Ei = ei) +Plx = yilei =di ,Fizeil
-

Yz
· in (Fi # ei)
-

Yz

Giren Fisti we have g= Xi (because photon is

not perhubed) .
Thus



⑮

P(xi = yi) Ci = dis Fizei) = P(egil Fi = di

=Kgility
= 1( :1) = 2.

Given Eizei me have Xi
with Peb 12.

Thus

P(xi= gi/ei = di , En + (i)

= Nei/Eidil . + /+ 1: /Fitdi) . 12
- -

1/2 ↳

↓= - + 2 =

2

↑

Finally : Per (i =gileidi)= 2. + E ↳
2

- 3 TS



⑳

possibilityof "copy photon" & recond attack.

If we where in a classical would we could
-

imagine thatEre captures the platon sent by Alive,

copie it perfectly , and sench the original to Bob.

She would then wait the public communication phase

to them make measurement in the "correct basis"

Ei = di Calweys) and get the same infamatic

as Bob !
(see hmw 3)

-

Hower im 2 immold
NO CHONING THEOREM tells us tat it is

imponible to copy a photon in one of the

form slate 103
,
117 , , soS

with be same ("universal") unitary machine
.

The reason is that these state are not all mutually
athogonal .


